Priestley Smith School - Strategic Risk Register

	RISK 1: Strategic Risks
	
	
	
	
	
	
	

	


Risk
Ref No
	



Sub Risk Description
	



Risk Consequences
	



Risk Score
	

Existing Internal Controls and Evidence
	
Existing Controls
Adequate:
Fully or Partially met
	Details of Actions
Required to Improve Controls (to be completed if Existing Controls are NOT Fully Adequate)
	


Person
Responsible
	



Target Date

	




1.1
	Failure of the school to recruit
sufficient pupils to make the budget viable
	• Significant financial risk;
• Risk that the confidence of stakeholders is
diminished
	2 x 2 = 4
Medium
	Admissions Policy; Pupils currently above commissioned numbers
Marketing Strategy; School Prospectus; Stay and Play; School Website;
Effective Networking-SSS, Birmingham and regional LAs;	
✓ Outstanding Ofsted
Ofsted;	✓ Good
reputation in local area;
	Fully
	
	

HP/SLT
	

	








1.2
	Failure to ensure that the
objectives of the school are met
	• Risk that the school fails to operate within the
strategic objectives agreed by the Governing Body
• Risk that the school's strategic objectives become
out of date or no longer appropriate;
• Risk that the school receives an unfavourable OFSTED report;
• Risk that the objectives of the school are seen as
Controversial e.g. Sports Hall
	2 x 1 = 2
Low
	Experienced SLT;
 Active and experienced Governing Body;
 Stakeholders who take an active role in the operation of the school i.e. School Council;	
✓Detailed two year SIP;
✓Regularly updated Self Evaluation Form;	
✓ Outstanding Ofsted;
 ✓ SLT work with external agencies to moderate and evaluate own and others’ performance, including undertaking peer reviews with other schools;
	Fully
	
	



HP/SLT
	

	




1.3
	Failure to monitor and react
accordingly to the requirement of our stakeholders (LA, Staff, Governors , Parents & Pupils)
	• Risk that stakeholders do not consider the school
service to be valuable and of high quality
	1 x 1 = 1
Low
	 Reports to the school Governing Body;	
✓OFSTED Report;	
✓ Financial Value Standard;	
✓ Pupil Voice-School Council, Pupil surveys
· Annual staff and parent questionnaires;
	Fully
	
	

HP/SLT
	

	


1.4
	Failure to assess and review
alliances and partnerships with other schools and organisations
	• Risk that an alliance or partnership is no longer
appropriate;
• Risk to the integrity of the school
	1 x 1 = 1
Low
	[bookmark: _GoBack] Networking; Beeches Collaborative; Perry Barr Consortium;; BEP; Brays Teaching School Alliance; Special Heads’ Association; Special School Cooperative
 Visits to other schools;
 Head teacher meetings;
	Fully
	
	

HP/SLT
	

	





1.5
	Failure to ensure that
Information Technology in the school is maintained to the highest standard
	• IT security risk;
• Risk to the corruption or loss of data;
• Risk that IT equipment and services are outdated
and no longer fit for purpose;
• Financial risk;
• Risk of litigation
	2 x 2 = 2
Medium
	 IT Support contract; Link2ICT; 
 Access to school IT staff and policies	
✓ Off-Site Back-Up;	
✓ Daily Back-Up;
✓ ICT Inventory;	
✓SOPHOS Anti-Virus Software;	
✓ LA Data Protection


Protection;
	Partial
	



IT Strategy Plan for next 2 years to be produced by SLT/NC and PW (IT Technician)
	

HP/SLT
	





31/10/2019

	





1.6
	Failure to ensure that
GDPR requirements are fully in place
	• IT security risk;
• Risk to the corruption or loss of data;
• Risk that data could be breached
• Risk of litigation
	2 x 2 = 2
Medium
	 IT Support contract; Link2ICT SLA; Purchased GDPR Plus from HR
· GDPR action plan and risk assessment completed
· Data Protection officer and GDPR team in place
· Staff training has taken place; Privacy notices implemented
Policies being updated; Bit locker in place to increase network security; Photographic image consents in place
	Partial
	




GDPR Action Plan timescales met by 31/10/19
	

HP/SLT
	





31/10/19

	




1.7
	Failure to ensure that the
school has adequate insurance cover
	• Financial risk;
• Risk of litigation;
• Reputational risk
	1 x 1 = 1
Low
	 Part of the school insurance review process organised by
the Finance Department (LA);
 Public Liability Insurance (LA)
 Buildings Insurance insured through SPV (BCC);
 Employer's Liability Insurance (LA);
· Governor annual review of insurance-Finance Cmte
	Fully
	
	

HP/SLT
	




	


Risk
Ref No
	



Sub Risk Description
	



Risk Consequences
	



Risk Score
	

Existing Internal Controls and Evidence
	
Existing Controls
Adequate:
Fully or Partially met
	Details of Actions
Required to Improve Controls (to be completed if Existing Controls are NOT Fully Adequate)
	


Person
Responsible
	



Target Date

	





1.8
	Failure to monitor the effect
of risks over which the school has no or little control such as economic and natural disaster
	• Financial risk;
• Risk of litigation;
• Reputational risk
	1 x 1 = 1
Low
	 Part of the school insurance review process organised by
the Finance Department;
 Buildings Insurance insured through SPV (BCC);
 Fixtures, Fittings, Employer, Public Liability, Professional Indemnity held by the school            
✓ Disaster Recovery & Crisis Management Plan;    
✓ Policies include Social Media, Code of Conduct;
	Fully
	
	





HP
	

	







1.9
	Failure of the school to recruit
Governors who have the correct profile and necessary skills
	• Risk that a governor could attract negative publicity;
• Risk that the stakeholders and beneficiaries view
governors as merely an extension of the SLT;
• Risk that stakeholders and beneficiaries lose
confidence in the governing body
· Risk that GB is ineffective due to lack of appropriate skill set
	1 x 1 = 1
Low
	 Profile of skills required against those offered by potential governors;
 Independent Clerk to the Governing Body;
 Governor training and Induction;	
✓ Annual completion of Governor business interests and skills audit;	
✓ Skills Audit part of the FVS;	
✓ School  & Governor Support (Subscription);
· All governors DBS checked
	Fully
	
	






HP/DM
	

	






1.10
	Failure of the school to
produce open and regular management accounts
	• School reserves in 2017-18 are seen to be too high and not directed towards meeting the school objectives or ensuring balanced budget over next three years
	1 x 1 = 1
Low
	 Termly Reports to Finance Committee and Budget Plan/Executive Summaries  to full Governing Body;
· Regular Budget Monitoring by Head/Finance Officer;
 Awareness of Financial regulations;
 Effective Internal and External Audit;	
✓ End of Year Report to Finance Committee;	
✓ Two weekly Schools Financial Services Visits;
· Surplus Budget Analysis clarifies future use of funding
	Fully
	
	






HP/TE
	

	




1.11
	Failure of the school to have
financial management systems that prevent fraud
	• Financial risk;
• Risk of litigation;
• Reputational risk;
• Risk to the future of the school
	2 x 1 = 2
Low
	 Reports to Finance Committee;
 Internal Controls;
 Regular and timely reconciliations;
 Robust Financial policies and procedures;
 Financial Regulations;
 Internal and External Audit from LA;
	Fully
	
	




HP/TE
	

	





1.12
	Failure of the school to
comply with legislative Health
& Safety requirements
	• Financial risk;
• Reputational risk;
• Risk of litigation;
• Risk of poor morale affecting staff and beneficiaries;
• Risk to the future of the school
	2 x 1 = 2
Low
	 Clear policies disseminated to staff;
 Risk assessment process;
 Health and Safety Policy;
 Lockdown and evacuation procedures in place;
✓ Relevant risk assessments carried out;	
✓Contractors on site relevant paperwork sought PFI checks;
· Fire Audit carried out July 2019
	Fully
	
	





HP/LD
	

	





1.13
	Failure of the School and the
Governing Body to ensure that the school has a robust organisational approach in place to deliver governance of the school
	• Risk that committees fail to operate;
• Risk that committee delegation is poor;
• Risk that the Governing Body do not delegate or
delegate too much to the Head or SLT;
• Risk that terms of reference are inadequate and
unfit for purpose
	1 x 1 = 1
Low
	 Experienced Clerk to the Governing Body;
 Governor training and induction;
 Register of Governor Interests;
 Internal audit;
 Minutes of Governing Body;	
· Terms of reference reviewed annually
	Fully
	
	



HP/DM
	




	


Risk
Ref No
	



Sub Risk Description
	



Risk Consequences
	



Risk Score
	

Existing Internal Controls and Evidence
	
Existing Controls
Adequate:
Fully or Partially met
	Details of Actions
Required to Improve Controls (to be completed if Existing Controls are NOT Fully Adequate)
	


Person
Responsible
	



Target Date

	








1.14
	Failure of the School and the
Governing Body to have procedures in place to cover the absence of the Head of the School or other members of SLT
	• Financial risk;
• Reputational risk;
• Risk of poor morale affecting staff and beneficiaries;
• Risk to the day to day operation of the school
	2 x 2 = 2
Medium
	 Clear guidance re senior staff roles;
 Clear cover arrangements;
 Active Governing Body membership;
 Access to school management for guidance and support;
✓ Succession Planning;	
✓Distributed Leadership (3 DSL's); HT, AHT, 3 middle managers;	
✓ Disaster Recovery Plan includes arrangements to cover the absence of the Head of the School or other members of SLT;
	Fully
	
	








HP/DM
	

	
	
	
	
	
	
	
	
	

	RISK 2: Operational Risks
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	


Risk
Ref No
	Sub Risk Description
	



Risk Consequences
	Risk Score
	Existing Internal
Controls and
Evidence
	Existing Controls
Adequate:
Fully or Partially met
	Details of Actions
Required to Improve Controls (to be completed if Existing Controls are NOT Fully Adequate)
	


Person
Responsible
	



Target Date

	






2.1
	Failure to ensure that the
quality of Management Information produced by the school is of a high quality
	• Risk that financial and non-financial performance
cannot be managed or reviewed by SLT;
• Risk that financial and non-financial performance cannot be challenged or reviewed by the Governing Body;
• Risk to the school of receiving poor audits and
inspections
	2 x 1 = 2
Low
	 Regular reporting and review of performance against
targets;
 x2 Visit from SEP per annum;
 Finance Committee, Teaching and Learning Committee and FGB  reports and minutes;
Qualified and highly experienced Finance Officer from SFS;
✓Completion of the FVS annually;	
✓ School Charitable Fund Audited annually;	
 ✓ Internal &External assessments;
· Peer reviews every two years
	Fully
	
	








HP/TE/SLT
	

	






2.2
	Failure to ensure that the
Management Information produced by the school is timely
	• Risk that financial and non-financial performance
Cannot  be managed by SLT because it is out of date;
• Risk that financial and non-financial performance cannot be challenged by the Governing Body because it is out of date;
• Risk to the school of receiving poor audits and
inspections
	2 x 1 = 2
Low
	 Regular reporting and review of performance against
targets;
 Regular meetings with the Head Teacher by performance and financial leads;
Finance Committee, Teaching and Learning Committee and FGB  reports and minutes;
 Support from the LA (SFS);	
✓Completion and submission of the FVS;
	Fully
	
	






HP/TE/SLT
	

	





2.3
	Failure to ensure that the
quantity of Management Information produced by the school is good enough to aid decision making
	• Risk that the SLT cannot make informed decision
making;
• Risk that the Governing Body cannot make informed
strategic decisions
	2 x 1 = 2
Low
	 Regular reporting and review of performance against
targets;
 SLT Review and evaluation process in place;
Governing Body reports and minutes;	
✓ LA and Brays’ Training of Governing Body in self-evaluation;
	Fully
	
	





HP/SLT/DM
	




	


Risk
Ref No
	



Sub Risk Description
	



Risk Consequences
	



Risk Score
	

Existing Internal Controls and Evidence
	
Existing Controls
Adequate:
Fully or Partially met
	Details of Actions
Required to Improve Controls (to be completed if Existing Controls are NOT Fully Adequate)
	


Person
Responsible
	



Target Date

	
















2.4
	Failure to ensure that the
Governors who are recruited to the Governing Body possess the skills and experience required to run the school
	• Risk of insufficient educational knowledge within
the Governing Body;
• Risk that the Governors do not have the required
experience;
• Risk that Governors fail to honour their obligations leading to poor availability and attendance at meetings;
• Risk that too much emphasis is placed on entrepreneurial work and the strategic objectives of the school are then ignored;
• Risk that Governors become too involved with
management of the school;
• Risk that Governors do not act solely in the interest
of the school but for other interests e.g. business;
• Risk that the Governing Body has no financial
expertise;
• Risk that Governors play a "passive" role on the
Governing Body.
	2 x 1 = 2
Low
	 Profile of skills required against those offered by potential Governors;
 Experienced Clerk to the Governing Body;
 Governor training and induction;
· Governor training provided on strategic role of the Governing Body
· Annual self-evaluation  by governing body and action plan includes roles and responsibilities
 Register of Governing Body interests;	
✓Annual completion of the skills audit of governors 
✓ School & Governor Support (Subscription);	
✓ Completion of the FVS;	
✓ Pecuniary Interest Forms completed by all Governors and available on school website;	

	Fully
	
	
















HP/DM HP/SLT
	

	








2.5
	Failure to ensure that the
Managers of the school possess the skills and experience required to manage the school
	• Risk that members of SLT do not have the capability
or experience within the sector;
• Risk that SLT do not have the integrity required;
• Risk that succession planning is ignored;
• Risk that too much emphasis is placed on entrepreneurial work and the strategic objectives of the school are ignored
	2 x 1 = 2
Low
	School Recruitment and Selection Policy and Procedures;
 Continuing professional development;
 Active Governing Body membership;
 Performance management;
 Staff development evident;	
✓ Effectible performance management systems ensure improvement in skills and growth for the future
✓ Peer reviews of school and SIP provide external
markings;
	Fully
	
	








HP
	

	














2.6
	Failure to ensure that staff
recruited to the school have the required skills and expertise to meet the strategic objectives of the school
	• Risk to staff and beneficiaries of low morale;
• Risk of poor recruitment of learners to the school;
• Risk of poor retention and success rates;
• Risk of recruiting unsuitable staff;
• Risk of poor appraisal, CPD processes and the need to instigate costly disciplinary procedures, tribunals etc.;
• Risk that school procedures and processes are not
undertaken in a satisfactory manner;
• Risk that health and safety and safeguarding could be compromised amongst beneficiaries, staff and stakeholders;
• Financial risk;
• Risk of litigation;
• Risk to the achievement of the school's strategic
objectives
	2 x 1 = 2
Low
	 School Recruitment and Selection Policy and Procedures;
 Continuing professional development and performance management for teachers and support staff (My Appraisal);
 Active Governing Body membership;
 Staff development;
 Support of school HR Department;	
✓Experienced panel for interview process - safer recruitment trained;
	Fully
	
	














HP/SLT
	




	


Risk
Ref No
	



Sub Risk Description
	



Risk Consequences
	



Risk Score
	

Existing Internal Controls and Evidence
	
Existing Controls
Adequate:
Fully or Partially met
	Details of Actions
Required to Improve Controls (to be completed if Existing Controls are NOT Fully Adequate)
	


Person
Responsible
	



Target Date

	







2.7

2.7
	Failure to ensure that the
income due to the school is collected in a timely and efficient manner and fully reconciled as per financial regulations
	• Financial risk;
• Risk to the achievement of the school's strategic
objectives;
• Risk of competitors competing for donations and
grants from the same providers;
• Risk that grants may not be used for the purposes
they were intended;
• Risk of poor audit reports and the claw back of
funding
	2 x 1 = 2
Low
	 Monitoring of Income;
 Effective use of the school Credit Control system;
 Finance Monitoring Reports;                         
✓Additional Funding i.e. ESN,, Pupil Premium, Sports Premium, Year 7 Catch up grant, etc. are monitored closely with support from SFS;                                                     
✓ School Income reconciled to the City's General Ledger;
✓ School Charitable Fund independently audited;                                                   
✓Internal monitoring  processes;                                                 ✓ SFS Visits;
	Fully
	
	







HP/TE
	

	








2.8
	Failure to ensure that Goods
and Services are purchased in line with financial regulations and that suppliers are paid in a timely and efficient manner
	• Financial risk;
• Reputational risk;
• Risk to the achievement of the school's strategic
objectives;
• Risk to the financial viability of suppliers;
• Risk of breaking financial regulations;
• Risk of poor audit reports;
• Risk of breaking the Bribery Act leading to litigation
	2 x 1 = 2
Low
	 Termly Creditor Reporting to Finance Committee;
 Regular monitoring of the budget in school by SFS;
 Financial Regulations awareness;
 Internal controls operated by the school;	
✓ Best Value processes followed; more than one quote where relevant;
 Effective internal and external audit;	
✓ Self Employed complete a 'declaration' for school; Applying the IR35 rule to services;
· Gifts, Hospitality and Anti-Bribery policy understood by staff and governors and fully implemented.

	Fully
	
	








JH/TE/HP
	

	
	
	
	
	
	
	
	
	

	RISK 3: Compliance Risks
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	


Risk
Ref No
	Sub Risk Description
	



Risk Consequences
	Risk Score
	Existing Internal
Controls and
Evidence
	Existing Controls
Adequate:
Fully or Partially met
	Details of Actions
Required to Improve Controls (to be completed if Existing Controls are NOT Fully Adequate)
	


Person
Responsible
	



Target Date

	














3.1
	Failure to ensure that the
school comply with employee legislation
	
• Risk that legislative requirements are not known or
complied with;
• Risk that Equal Opportunities legislation may not be complied with or discrimination in the work place may occur;
• Risk that Data Protection legislation may not be
complied with;
Risk that Human Rights legislation will not be complied with;
• Risk that employee contract legislation may not be
complied with;
Risk that employee Pension legislative requirements are not known or complied with;
• Risk that Health and Safety legislative requirements
are not known or complied with
	2 x 1 = 2
Low
	 Support of school HR & ER Department and the
associated policies and procedures;
 Support of school Data Protection Officer and supporting policy and procedure;
 Health and Safety Policy;
 First Aid Policy;
 Fire Safety Policy, Bomb Threat and Lockdown Policy;
 Support from  LA Health and Safety Office and PFI
✓ Equality Policy;
· Accessibility Policy
	Fully
	
	














HP/SLT/TE
	




	


Risk
Ref No
	



Sub Risk Description
	



Risk Consequences
	



Risk Score
	

Existing Internal Controls and Evidence
	
Existing Controls
Adequate:
Fully or Partially met
	Details of Actions
Required to Improve Controls (to be completed if Existing Controls are NOT Fully Adequate)
	


Person
Responsible
	



Target Date

	








3.2
	Failure to ensure that the
Financial Reporting requirements of the school are met
	• Risk that the legislative requirements relating to the production and reporting of the Statutory Accounts are not known or complied with;
• Risk that the legislative requirements relating to Accounting Standards are not known or complied with;
• Risk that the Charities Statement of Recommended Practice (SORP) legislative requirements are not known or complied with
	2 x 1 = 2
Low
	 Termly reports to the Finance Committee;
 Budget monitoring;
 Awareness of Financial Regulations;
Support of the school Finance Department and associated policies and procedures;
 Effective Internal and External Audit;
 3 year financial forecasts
	Fully
	
	








HP/TE
	

	



3.3
	Failure to ensure that the
school comply with legislation regarding Tax
	• Risk that legislative requirements relating to VAT,
PAYE, National Insurance etc. is not known or complied with;
• Financial risk;
• Litigation risk
	2 x 1 = 2
Low
	 Support of school HR Department & Payroll and  the
associated policies and procedures;
	Fully
	
	



HP/TE
	

	




3.4
	Failure to ensure that the
school ensures that Data Protection systems, procedures and processes are adequate
	• Risk that the legislative requirements relating to the
protection of data are not known or complied with;
• Financial risk;
• Litigation risk
	2 x 1 = 2
Low
	 Support of school & LA Data Protection Officer and supporting policy and procedure;	
✓ HeadTeacher & DPO attended 3 GDPR Data Protection Courses in Jan-May 2018
· Data Sharing compliance agreements gained from all suppliers and users of PS data
· GDPR action plan and risk assessment completed
· Data Protection officer and GDPR team in place
· Staff training has taken place; Privacy notices implemented
Policies being updated; Bit locker in place to increase network security; Photographic image consents in place
	Partial
	
	









HP/GDPR Team
	



31/10/19

	







3.5
	Failure to ensure that the
school is compliant in relation to Welfare issues
	• Risk that the legislative requirements relating to
disability are not known or complied with;
• Risk that the legislative requirements of the Child
Protection Act are not known of complied with
	2 x 1 = 2
Low
	✓ Support of school HR Department and the associated
policies and procedures;
✓ DBS (Safeguarding);
✓ 175 Safeguarding Audit completed;
· Safeguarding policy
✓ Staff training;
✓ Reporting mechanisms to the Governing Body;   
 ✓Ongoing Story in place	
✓3 DSLs in school
· Equality Policy
· Accessibility Policy
	Fully
	
	









HP/SBB
	

	




3.6
	Failure to ensure that the
school is compliant in respect of the requirements of the school sector
	• Risk that the legislative requirements relating to the
National Curriculum and KS4/5 courses/accreditation are not known or complied with;
• Risk that the legislative requirements relating to
mental health are not known or complied with
	2 x 1 = 2
Low
	 Reporting mechanisms to the Governing Body, Teaching and Learning Committee  and Finance Committee;
✓ Outstanding Ofsted;
· Trained examination officer and Examination compliance checks
· Curriculum statement, Equality and Accessibility policies
· Mental Health Lead identified on Teaching staff-attended two days’ MHFA training 
· Training on mental health for all staff
	Fully
	
	






HP/SLT/SA
	




	


Risk
Ref No
	



Sub Risk Description
	



Risk Consequences
	



Risk Score
	

Existing Internal Controls and Evidence
	
Existing Controls
Adequate:
Fully or Partially met
	Details of Actions
Required to Improve Controls (to be completed if Existing Controls are NOT Fully Adequate)
	


Person
Responsible
	



Target Date

	





3.7
	Failure to ensure that the
school is compliant in respect of the requirements of the Government and the Local Authority
	• Risk that the terms and conditions relating to the payment of the school’s grant is not known or complied with;
• Risk that the legislative requirements relating to
licensing are not known or complied with
	2 x 1 = 2
Low
	✓ Experienced Clerk to the Governing Body;
✓ Reports to SLT and the Governing Body;
✓ Ofsted Inspection;
✓ Internal and External Audit;
✓ Networking;
✓ Visits to other schools;
✓ SLT Meetings;
	Fully
	
	






HP
	

	








3.8
	Failure to ensure
safeguarding
	• Failure to comply would place whole school population at risk;	
· Risk of litigation;
• Risk of reputation;	
• Risk of failing Ofsted;
	2 x 1 = 2
Low
	✓ Rigorous HR recruitment procedures and policies
followed;	
✓ Fully trained DSL x3; (HT, DH, AH); Trained governing body and safeguarding governors
✓ Single Central Updated constantly;		
✓ BCC Insurances;
✓ 175 Audit Safeguarding Audit completed;	
✓ 3 trained DSLs;	
✓ SCR reviewed by Ellen Osbourne HR termly and by governors;
· All staff receive safeguarding training annually and regular email updates 
· Governors have a safeguarding report termly
	Fully
	
	










HP/SBB
	

	














3.9
	Failure to ensure compliance
of GDPR (General Data
Protection Regulation).
	• Failure to comply could risk a breach of data;
•Heavy fine from ICO;			
• Risk of litigation;	     
• Risk of reputation;		
• Risk of failing Ofsted;	
• Data misuse;
	2 x 2 = 4
Medium
	✓ Appointed Data Protection Officer in school;
✓ Maintenance of Data Asset Register;
✓ Privacy Notices in place;	
✓Policies reviewed and updated;
✓ HT / DPO attended various courses;
✓ Website updated;	
✓ Annual audit of Data Register to take place;
✓ Obtained third party assurances of compliance; 
✓Systems reviewed and old data deleted;	
✓ Retention Policy revised;	
✓ Annual check on archived documents 
✓ Team set up for GDPR;	
✓Utilising expertise of IT Technicians;   
✓ Ensuring testing of external back ups;	
✓ All staff training on GDPR;	
✓ Consent Forms;
· Action Plan in place




	Partial
	• Ensure compliance from all third party users;	
• Complete DP Policy;	 
 • Review data on systems and delete data no longer needed;
• Liaise with IT Technician and
review off site back up;	
•Ensure accuracy of asset audit;
•Governors to ratify all policies
(Compliance via email);
• Staff awareness on information security;	
• Annual data audit to take place;
	












HP/JW/GDPR TEAM
	












31/10/19
Action Plan review



	




	RISK 4: Financial Risks
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	


Risk
Ref No
	Sub Risk Description
	Risk Consequences
	Risk Score
	Existing Internal
Controls and
Evidence
	Existing Controls
Adequate:
Fully or Partially met
	Details of Actions
Required to Improve Controls (to be completed if Existing Controls are NOT Fully Adequate)
	


Person
Responsible
	



Target Date

	






4.1
	Failure to ensure that the
school maintains overall financial control in relation to its budget
	• Risk that a budget cannot be prepared in
accordance with the DfE's timetable;
• Risk that the budget will be in deficit;
• Risk that the actual financial performance of the school is not measured against the budget on a regular basis;
• Risk that the budget headings are manipulated to
ensure that targets are met
	2 x 1 = 2
Low
	 Regular monitoring of Accounts;
 Budget Monitoring Reports throughout the year;
 Reports to Head Teacher and Finance Committee;
✓ Purchase of SFS annual subscription;
	Fully
	
	


HP/TE



	

	




4.2
	Failure to ensure that the
school maintains overall financial control in relation to reconciliations
	• Risk that bank account reconciliations and other key
reconciliations are not completed and reviewed;
• Risk that suspense accounts are not cleared or
reconciled
	2 x 1 = 2
Low
	 Weekly suspense reconciliation;
 Financial Regulations;
 Internal Controls;
 Internal and External Audit;	
✓ Termly Petty Cash Reconciliation;	
✓ Income reconciliation to the General Ledger;
	Fully
	
	HP/TE
	

	




4.3
	Failure to ensure that the
financial systems of the school are suitable
	• Risk that the financial system is not suitable for the
needs of the school;
• Financial risk;
• Reputational risk
	2 x 1 = 2
Low
	 Advice and two weekly visits from SFS;
 Budget Monitoring Reports;
 Reports to SLT and the Governing Body;
 Internal and External Audit;	
✓ Whistleblowing & Serious Misconduct Policy;    
✓ Duties and responsibilities clearly defined;
	Fully
	
	HP/TE
	

	

4.4
	Failure to ensure that the
financial systems of the school are maintained
	• Risk that the financial system will not provide the
Governors and SLT with regular and up to date information on the financial performance;
• Risk that financial decisions may be made that are
not in the best interest of the school;
• Significant financial risk
	2 x 1 = 2
Low
	 Budget Monitoring Reports;
 Reports to HT and the Finance Committee;
 Awareness of Financial Regulations;
 Support of SFS and associated policies and procedures;
 Effective Internal and External Audit;
 3 year financial forecasts
	Fully
	
	HP/TE
	

	

4.5
	Failure to ensure that an
adequate disaster recovery plan is in place in relation to the school's financial systems
	• Risk that financial information cannot be recovered
in the event of a disaster e.g. fire, vandalism, theft;
• Risk to the delivery of the school's vision;
• Significant financial risk;
• Significant operational risk
	3 x 1 = 3
Medium
	 School Disaster Recovery & Crisis Management Plan;
 MIS systems operated by the school;
 Risk Assessment Policy and Procedures operated by the school;
Off-site back-up storage and enhanced systems to recover information and data;	
✓ SLA with Service Birmingham;
	Fully
	
	


HP/SLT/TE
	

	




4.6
	Failure to ensure that the
financial systems of the school are secure
	• Risk of unauthorised access to financial systems;
• Risk of litigation;
• Significant financial risk
	2 x 1 = 2
Low
	 School Disaster Recovery Plans;
 Daily back-up done automatically and an Off-site back-up storage - enhanced system to recover information and
data; Bit locker implemented	
✓ Restricted access rights on SIMS for specific users with responsibilities;

	Fully
	
	HP/TE
	

	







4.7
	Failure to ensure that general
income due to the school is collected in a timely manner and recorded accurately
	• Risk that sales invoices are not raised for all
transactions;
• Risk that donations in kind or intangibles are not
recorded or recognised in the financial statements
	2 x 1 = 2
Low
	 Termly Budget monitoring reports to Finance
Committee include income breakdown;
 Effective Credit Control operated by the school;
✓ Reconciliation of suspense files each week;	
✓ Half yearly reconciliation of school income to City's General Ledger completed
· Termly reports of School Charitable Fund given to Trustees and independent audit carried out annually; annual reports to Charity Commission. 
	Fully
	
	HP/TE/JH
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Ref No
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Existing Internal Controls and Evidence
	
Existing Controls
Adequate:
Fully or Partially met
	Details of Actions
Required to Improve Controls (to be completed if Existing Controls are NOT Fully Adequate)
	


Person
Responsible
	



Target Date

	






4.8
	Failure to ensure that
restricted income due to the school is collected in a timely manner and recorded accurately
	• Risk that restricted income is not recorded
correctly;
• Risk that restricted income is used for purposes
other than restriction;
• Risk that restricted funds are transferred to
unrestricted funds without the consent of the donor;
• Risk to future funding of the school
	2 x 1 = 2
Low
	 Regular Monitoring of Accounts;
 School Fund Audit - annual;
 Reports to HT and the Finance Committee;
 Half Termly Budget monitoring reports to Finance
Committee include income breakdown;
✓ Reconciliation of suspense files each week;
	Fully
	
	






HP/JH/TE

	

	





4.9

4.9
	Failure to ensure that the
expenditure in the school is not controlled
	• Risk that expenditure is not authorised;
• Risk that expenditure is allocated incorrectly
between budget headings;
• Risk that discounts or price reductions due to the school on purchases of goods and services are not obtained;
• Risk that expenditure is not applied to the correct
accounting period;
• Risk that fraudulent invoices are submitted and
payments made;
• Financial risk
	2 x 1 = 2
Low
	 Required division of duty within purchasing;
 Budget Monitoring;
 Awareness of Financial regulations;
 Effective Internal and External Audit;	
✓ Best Value process followed- school try to source the best possible price on commodities on a daily basis but not to compromise with quality;
	Fully
	
	





HP/JH/TE


HP/NK
	

	




4.10




4.1O
	Failure to ensure that the
school has a robust set of procedures in place with regard to stock control
	• Risk that stock is misappropriated;
• Significant financial risk
	2 x 1 = 2
Low
	 Financial policies and procedures operated by the
school;
 Financial regulations of the school;
 Stock record of stationery;	
✓ ICT Inventory annual Audit;	
✓ Asset Register maintained by BSPL;
	Fully
	
	

HP/JH/TE
	

	





4.11



4.11
	Failure to ensure that the
school has a robust debtor procedure in place
	• Risk that debts owed to the school are not
recovered;
• Risk that provision for unpaid debt is under / over
stated in the school's annual financial statements;
• Risk that the details of debt is not an accurate
record;
• Risk that debtors are not accounted for in the
correct period;
• Risk that the profile of aged debt deteriorates and
subsequently impacts on the cash flow position
	2 x 1 = 2
Low
	 Follow Financial regulations for schools;
· Dinner monies paid directly to meal providers
	Fully
	
	


HP/JH/TE
	

	


4.12
	Failure to ensure that the
school have a clear policy in place relating to taxation
	• Risk that the school is liable for tax on non-school
trading activity;
• Risk that the school is not aware of changes in
taxation legislation
	2 x 1 = 2
Low
	 Support of school HR department and the associated
policies and procedures;
	Fully
	
	HP/JH/TE
	

	







4.13
	Failure to consider the New Funding Formula Proposals – potential budget cuts in real terms- and impact of pension increases and pay increases across Birmingham and nationally.
	• Risk that funding levels are too low;
• Risk of financial impact to school funds;
Maintaining a balanced budget;
	2 x 2 = 4
Medium
	✓ Reducing costs where possible i.e. SLA's reviewed;
✓ Finance Committee notified of planned cuts;
✓ Where staff reduce hours, review to see if additional hours are essential
✓ Current carry forward gives a 'buffer' and allows time for adjustments to reduced funding levels in three years’ time   
✓ Not replacing staff who have left or reduced to part time unless considered essential;
	Fully
	
	HP/JH/TE
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4.14
	Failure to consider falling            Pupil Premium numbers and impact on funding.
	• Risk that funding levels are decreasing;
	2 x 1 = 2
Low
	✓ Capture all eligible pupils as part of 'Getting to Know You' induction and the input of applications by school;
✓ Need to review staff used to support Pupil Premium
children;	
✓ Crucial to monitor trends and act accordingly;    
✓ FSM Eligibility software not purchased from Link2ICT due to small numbers of children involved-not cost effective;
	Fully
	
	






HP/JH/TE

	

	






4.15
	Failure to review pupil starters and leavers for three year projected forecasts
	• Risk that funding levels will decrease as funding is based completely on pupil numbers;
	2 x 2= 4
Medium
	✓ Crucial to monitor trends and act accordingly;    
· Monitor curriculum offer to KS4 and KS5 to ensure it is providing choice whilst also remaining cost effective.
	Fully
	
	






HP/SBB/LR

	









	Risk Score:
	
	
	

	Who might be harmed?
	Severity / Worst case outcome?
	Probability
	Risk Factor
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Existing Controls
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	Employees
Pupils
Staff
Contractors
Visitors
	Major Risk [4} High Risk {3} Moderate  Risk [2}
Minimal Risk [1}
	Certain [4} Probable [3} Possible [2}
Improbable [1}
	Multiple the results of risk
	



